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Vulnerability Listing v X

Exposures: &% Susceptible to malware attacks ) Metasploit-exploitable _j. Exploit published

Title @ @ CV5SS Risk J, Published On Severity Instances SANS Exceptions
M311-027: Cumulative Security Update of ActiveX! Kill Bits @. @ 10 9194 Tue Apr12 2011 Critical 1 0 Exclude
MS11-003: Cumulative Security Update for Internet Explorer & @ 93 9194 Wed Feb 09 2011  Critical 1 @ Exclude
CIFS Account Password MNever Expires 5.8 7508 Mon Mov 012004 | Severe 4 O Exclude
CIFS Minimum Password Length Policy Mot Enforced 6.8 7500 Mon Mov 01 2004 | Severe 1 @ Exclude
IRDP (ICMP Router Discovery Protocol) enabled 75 T38) Wed Aug 11 1999 | Critical 1 O Exclude
IP Source Routing Enabled 75 738] Mon Sep 20 1999 | Critical 1 @ Exclude
SMB signing disabled 7.3 703} Mon Mov012004  Severe 2 @ Exclude
MS11-019: Vulnerabilities in SMB Client Could Allow Remote Code Execution @ 10 6798 Tue Apr12 2011 Critical 1 @ Exclude
SMB signing not required 6.2 6794 Mon Mov 012004 @ Severe 2 @ Exclude
MS11-020: Vulnerability in SMB Server Could Allow Remote Code Execution 10 671 Tue Apr12 2011 Critical 1 @ Exclude
Showing: 1to 10 of 27 Rows per page: 10 |£"i| 9 of 3 |L||i|

Open a ticket




Select Vulnerability Filters

Vulnerabilty details Complete :

You can filter wulnerabiliies by threat level (severity) and types of vulnerabilities (categories)

Complete By Severity

) ® Anseverties () Criical onty () Critical and severe
Complete except for solutions

By Categories.

Minimal (title and risk metrics) -
O Include all @ Include specific O Exclude specific

None [Se\ectcategonestomtlude or exclude :]

[ Active Directory it
[l Adobe L
[l Adobe AcrobatiReader

[T Adobe AR

[ Adobe ColdFusion

Fi

SAELE : P, site, static group, dynamic group

FIFHEE 1 150702 FtE| 2| L Y=o TE 2

OAI> 93 £20| £2 U NHSREE YHE Y27} Critical?l RE
B 2121 21T 22 M 2 BES Y

25101 AE51D, 0[0] CH3t B 23| WHES £M U L 2

-

232|450

3.1.1. For Microsoft Windows XP Professional SP2

These vulnerabilities can be resolved by performing the following 41 steps. The total estimated time to perform all of these steps is 19
hours 20 minutes.

Download and install Microsoff patch WindowsXP-KB936929-SP3-x86-ENU exe (316.4 MB)
Estimated time: 20 minutes

Microsoft Windows XP Professional < SP3, Microsoft Winodws XP Home < SP3
Download and apply the upgrade from: hitp://downioad microsoft.corr
132ce3edf42d/WindowsXP-KB936929-SP3-x86-ENU exe

This will address the following 29 issues:

-windows XP Service Pack 3 (KB936929) (servicepack-windows-xp-sp3)

=MS07-006: Vulnerability in Windows Shell Could Allow Elevation of Privilege (928255) (WINDOWS-HOTFIX-MS07-006)

-MS07-007: Vulnerability in Windows Image Acquisition Service Could Allow Elevation of Privilege (927802) (WINDOWS-HOTFIX-
MS07-007)

/3/0/d30e3218-418a-469d-b600-

Set the password expiration
Estimated time: 30 minutes

Microsoft Windows 2000 Professional, Microsoft Windows XP Professional

If the account is not used, delete or disable the account. If the account is a built-in system account such as the IUSR_ or IWAM_
accounts, enable the "User cannot change password" option to stop this vulnerability from being reported (Microsoft best practices
dictate that built-in system accounts NOT be allowed to change their own passwords). Otherwise, ensure that the password expires by
disabling the “Password never expires* option.

1. Right click on "My Computer”

2. Select "Manage”

3. Open the “Local Users and Groups® folder
4. Open the "Users" folder

5. Double-click on the desired user

6. Uncheck "Password never expires”
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Upgrade to the latest version of Oracle Java
Uprada 1o the lstest varsion of PHP

Upgrade to the latest version of Oracle MyS0L

M514 - 015: Downioad and install Microsoll
patch for KB2030275 windows 6.1 - kb2030275 -
=64 cab (1526463 bytos)

Upgrads 1o the latest varsion of Apsche HTTPD

Upgrads to the latest version of Samba
MS12 -034: MICrosoft 2 windowss. 1 -
kb2B16562 - x64. cab (6503057 bytes) CHEEE
EEL]

MS512 -034: Microsoft 32 mpsyschk.exe
(15254 bytos) THERE & @A

Upgrade to the latest varsion of Mazilla Firetox
Upsrada o the latest varsion of BIND

Upgrads to the ktest version of Appks
QuiCKTime

Upgrads Wwara ESXi 1o the kstest varsion
MST1 -020; Microsaft 3 % windowsxp -
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# Web Apps

% Campaigns

[ Sessions

% Modules

£]1 Reports

@ Car

Tasks

% Stop all tasks

mpaign.

% Websca
Operating Systems (Top 5)

DD

2|or 2Tt Aot s
3 2T Ao} AE Tk
oo Tt

[
& Overview 24 Hosts [T} Sessions <f Campaigns # \Web Apps € Modules 71 Reports
Home  Metasploitable ~ Tasks  Task 13 &) Collect.
Started: 2011-01-26 1:31:13 +0800
Exploiting [5/79] 192.168.0.71:23 - Solaris in.teinetd TTYPROMPT Buffer Overflow 10% Elapsed: half a minute
=) Stop

@ Overview 25 Hosts.
Home  AustinTestlab  Overview
Dashboard || Oveniew
@ sean.. | ) mport.. | 69 wexpose.. | 14 sruterorce.. | (@) Exploit.
Target System Status
® 7-Linux . "
® 17 -Discovered ® 2-Apple MacOS X 105X - °
® 4-Shelled ® 2 Linx24X *
® Others ® 2-Microsoft Windows XP +
@ 2-Unknown +
Project Activity (24 Hours) Network Services (Top 5) :
@ 43-DCERPC Services n
@ 27-SMB Senices N -
@ 15-NETBIOS Services . ~
® 14-HTTP Senices . N B .. . R _
® 10-DNS Servicas T
Metasploit Online = RAPID7 - - oL
[ 19 ] ﬂ D Sdata
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04, HOH UME A28
O IT Q1z2} 3ok A} B M

ITQAZEE} 22 T H9E ENME HIF2Z PR 78 2 & 2{AfHE 7822 210 210 &Y

1.1.1 127.0.0.1 (local)
1) MySQL Hekd
T A4 Wg

- MySQL CObsolete Version

- MySQL  dispatch_command() Multiple  Format  String
Vulnerabilities

+ My5QL User Functions Buffer Cverflow Vulnerability =il h-S A}

- MySQL User Functions Buffer Cverflow Vulnerability 2

+ MySQL Login Memory Disclosure Vulnerability

- MySQL NMulti-byte Encoding SQL Injection Vulnerability

A %2 |- 3306/ TCP - Oracle MySQL 4.0.0

. MySQL 5.1 ol siHe HZo| oigt 2AEel XYzl 22 . 2= ol
A7HE wohE Whagol] chstel BAIHY wolmalE A 2s ge

+ MySQL 4.0,0 ~ 5.0.83 #1H2] dispatch_command T4:eil* Multiple format
string HFHo 2 ol 9% AL AT MElx ARE Lol 4 92

- 57 =He] MySQL 2 user-defined P47t Y o == ez od) okt

HFE 4% | galz 939 373 MySQL HIEE HoiY 4 92

- MySQL o] Y=ol A 2 o mysglfunc Sjoje] 49 Pste] = ¥F
AT AhgA AElA Ay Y Qo] TER UHT £ 98

- MySQL 4.1.20 @13 4.1.x T 5.0.22 ©13 5.0.x #Hel SQL =43 HE e SIS,
BIGS, GBK 9 e S2Mig 249 = wol= dlages 377t goldl SQL
AC S Ay

- MySQL & ~AejEde 23] wE chga= 4 He
http://dev.mysaql.com/downloads /mysql

FojA1t - T HdlolE A] A|AEl/Mu|Ad) Dlals gofe 291 & Hg

CVE-2009-2446 CVE-2005-2572 CVE-2006-1516 CVE-2006-1517 CVE-2006-1518

CVE-2006-1931 CVE-2006-2426 CVE-2006-2453 CVE-2006-2458 CVE-2006-2753

http://www.mysgl.com/support/eol-notice html
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1.1.1 127,001 (lecsl)

M =7t =2 8

1) Ms15_034 (HTTR.sys 2 3epdes Qf 3 2 4% £A)

¢ CA L]
Moy @ - M515-034 HTTP Protocol Stack Request Handling HTTR.SYS
Memory Information Disclosure/ Denial-of-Service
- o] APUR CVE-2015-1635 2 2015 WEo WAL o0l o] AQLAF o|Setel, 85
el AG] chit oiRelo] YW CE AR stALH, PR PE B4 AAY flZel Y
=4 9 DOS FAe] 7Hr &
©ooinp AEE Akt 1S 75 g abdsiol, chEe response & #hE AE
aop ug | NUuel Az a9y
« HTTR/1.1 416
Content-Range: bytes 0-9/10
Content=Length: 10
[10 bytes FILE CONTENT HERE]

- o] AL window 8,1/ windows server ola WAticin, ¥ein glE

(Th, Vmwere &o] EodFoleted, o WY ZFF B4 BSOD(blue screen of
7ts death)7t YAY 4 Qle8a Folshor 4
HYUYE | . HTTR.sys 7F B4stl 23 8 HTTP R3E sk 38 M4 & of Paste
HY ZE YY ALYl HTTP ZREF AW (HTTP.sys)o 34 . o] Y&
AEHeE off §F FAxbE AAE Aol pHEAEd o ZEF YHY &+ U

HYE A

v

v

v

C Ao MHE T3 exploit(FA)E B oiT AlkHo) gk Aol Qleal WEE
891 $H910 8 ‘Stand by. stel olZe] WE oty PdE AE e 3E 9 4
(A M JHEE Tefstol Stand by ¢ &£ 22

- EY iR AR NS Z1E dlolalzh &gt Elo) glem e widbget ok E
Ms 713 slo|2§ FAZES gstel $2 Lo YUY 4+ qleo] o FARYe)
Pdos Sy BSOD 7H WHTE 4 Ud)

Az

AR )
© AT EAE e (WE U Yoo 2 3E 29 window server 2008R2)o1M

MS15-034 2§ 24 F2 o|of BSOD 7} Bl HE BY &

w B & ¢ W 0

v

L e
Aa)Her https://technet. microsoft.com/ko=kr/library/security/ms15-034 aspx
£ ao| Eold ST Aol Pk HHO MQH giio] 22 ot oAl &,

v

- SR8 AFehe MY GoloBe Wl mhet A0} SIGE Aheke] U
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Digital Security
Contact us.
Homepage : Email : Tel :
https://www.dsdata.co.kr sales@dsdata.co.kr 031-698-2066
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