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2.0l 4 1 nrm ay

Application User(Standard) Internal User
*Direct Access viz [Non-Standard]
Applications ) -DBA, Manager, Developer
- Web Applications (Services] ° + Access via Chakra-Max Gateway
E i - External User
- Wess,, (Non-Standard)
. -Maintenance staff

/ ‘ 1 = - Qut-sourced developers,
) i 4 [ Consultants

- 2 = ‘ «Access via Chakra-Max
iﬂ

Gateway

Applications
Introductory Remarks
: Auditing & Logging [Sniffing) : DBEZ0I ChEt ZtA 2 22 Snffing) /1
+ = Access control by user grant [Gateway) : ZiTtol THE DB T2 AtH (Gateway ) \I
. Sniffing Device
‘ (Switch Port mirror, TAP)

Sniffing mode Gateway mode
Z92 pB H20 CHSH 2 A ZF BLIE{ ™ S A= ZHAL AL2X} H ps M0 Cligt otz 5 H2EH|
_AME Xt ¢ pBOI| A Z &l SessionOfl CHSH CHSH ALE| ME S AA[ZEDLIE{Z . 2HEOIJJOIME 3| QXX
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System M2 &4 (635)
Windows

HP-UX

AlX

Solaris

Linux

Mainframe

Database S M| (305)
Oracle / Time-Stan /Exadata
Microsoft SQL Server

IBM DB2 (Mainframe, UDB)
SAP Sybase 1Q/ASE

SAP HANA

Mysql / MariaDB

IBM Netezza

TeraData

PostgreSQL / Greenplum
Altibase / Tibero / Cubrid / Kairos / SunDB
Amazon RedShift / Aurora
Dameng DM7

Fujitsu Symfoware

PetaSQL

Firebird / Couch / Influx / MongoDB
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DBOf| &0
"0 /A

=

= AFERHE! Al
SQL/I:I:| A/7:l ‘||-7|-

AH)S A E5tD,
712510 SR

i
1.

& =47 Trial License= AFE 20|01 2015139 032 112 00A|0f DrE2ILICH =[5 x]
Chakra Max i e
R‘ Moanitor Policy Search Report System &L
Database
0154 038 022 ~| (2% ou9:50 | SE 20158 033 032 | (22 ouese | DK 205 ZMELICH ZUMEH 22T
Target System : ‘UI?C‘E 11g, j
SRI0I2E PR ;| |[] 5 I20Y: | |[o] o me we
SEOIUE TAED ;| | SR OIS | | @ a9 sqLEE
DBMS HIE : | ] NERHE | | - oo
o/ HE | | memases): | = oE SQL;LI of C 0'“ EH OI'O:I MEZ
— L — = =
—
SQLEHZ! : | Query, DML, DDL, DCL, PL/SQL ETC =]  sqL(@IEZ Ha): | | [ Zu(s) ] I-'é'l.q Ok 40q 7I-x| OI i E = 2k
ENEREEE = ‘ E]‘ CIE® 3t :l ‘ Simplified Search Of = | -
M2 2| \ SENZ (>-): [0 | -r.-l OI-—:_ x.?j 0'" n,:"hl 7:'.' AH—l OI 7|'—°
5 A% (>=): [0 | B& M2 Bytes (>=) : [0 |
BESER ‘ ‘ ZFHAA | ‘ ~) Search Sniffing Log
0|5 B A = = . i
HI2IE e | | T 0= [ArsoL S ——
Za wg) Al sQL - OFAZ B ¢ Al sQL -
SQL Search Result(1) - 2015/03/02 ~ 2015/03/03
Found : 35 5QL ( 1.500%) Show Detail Pane Object Usage Analysis Execution Trend
D DBMS DB User 08 User Chakra M... |User Name |Group Na... |ClientHo... |ClientIP ... |Application |SQL Start Time =
lorade 11g SCOTT SHINUK test test test SHINUK-PC  192.168.... ORANGE... SELECT /*+LEADING(S) */ INST_ID, SID, SERIAL#, OSPID, OR...  2015/03/03 (=f) 14:32:25
2orade 119 5COTT  SHINUK  test test test SHINUK-PC  192.168.... ORANGE... ALTER SESSION SET NLS_LANGUAGE=KOREAN NLS_TERRITO...  2015/03/03 () 14:32:25
Jorace 11g SCOTT  SHINUK  test test test SHINUK-PC  192.168.... ORANGE... SELECT USERNAME FROM ALL_USERS 2015/03/03 (B 14:32:25|=
4orade 11g  SCOTT SHINUK test test test Copy SQL OBIECT_NAME, OBJECT_TYPE FROM ALL_OB =h 1a.30.05
Sorace 119 SCOTT  SHINUK  test test test ; oL et seee \ DBMS_APPLICATION_INFO.SET_MODULE(:Mod
Gorade 11g SCOTT  SHINUK  test test test S C I G S.SERIAL#, P.SPID, 5.SERVER FROM V$SESSI Al _._“ =r | b2 P I} == I}
7orade 11g SCOTT  SHINUK  test test test Export Excel All =FROM VENLS_PARAMETERS = oo o‘l / (aH —_'I— AI 4 / _C.)_ E AI 4 /
8 orade 11g  SCOTT SHINUK test test test Export CSV All USERENV(instance’), 5YS_CONTEXT(USERENV' —
Joracke 11g SYSTEM  SHINUK  test test test Export Excel Selected rows 1 DBMS_APPLICATION_INFO.5ET_MODULE(:Modul H *I‘ AI ACHI ﬁl I‘l / =1 EI.OI 01 E IP I‘l E 2"
{*+LEADING(S) */ INST_ID, SID, SERIAL#, OS o e o = —— o =
g R SESSION SET NLS_L ANGUAGE=KOREAN NLS
xl 2' EXCeI/CSVE expo rt FELECT USERENV(instance'), 5YS_CONTEXT(USERENV', SIO T - AR ETIVE S -1 S T
KELECT 5.SERIAL#, P.SPID, 5,5ERVER FROM VSSESSION S, VS, 2015/03/03 () 14:32:41
| ECT NAME, VALUE FROM VSPARAMETER WHERE NAME ='u...  2015/03/03 (3h 14:32:41 ~

re
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3. RIS | system HIEH 2 JI=

System (Linux, Unix, Windows, Mainframe)0l| B Z25t= E& AFEAHER A|AE)E 4

Telnet, (s)FTP, SSH, R-Login, R-Command, Windows Terminal, Mainframe & C}2f

@ E2018 X B S 7|=otd SHLICE (EAIZ ZLHEHE 8 23 x3))
(AILEIOM LHE HMEES =50 vi HEZ|0M A E WHE =42l 7tHs)

Chakra Max Manager

@; Chakra Max

2] [z# @ |
BlE=L

+] [+ 7] Consulting

= [ [] Cent0S_5.5
L @ TELNET
L &[m@issH
- J;g@Frp
| & [@IRLOGIN
L mm@rcvD
= [D Domain Server
| R [@ TELNET
L &[@IssH
- J:Z@FI‘P
L FEERLOGIN
L MEERcmD

Chakra Max’
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Monitor Policy Search Report System !
Qverview Session Trend Alert Client

DB Session - Server Session

Limit Count | |%| (7] uto Refresh | Session by Gateway & Sn

Server Name Client IP Address

Client Mac Address

Login Time

Alert Count
] Cent05_5.5 172.17.30.50 04:7D:7B:9B:98:C5 2013/11/29 (=) 14:08:43 00:0C:29:1F:D3:22 (]
2 CentO5_5.5 172.17.30.50 04:70:78:9B:96:C5 2013/11/29 (3) 14:03:46 00:0C:29:1E:D3:22

3 CentO5_5.5 172.17.46.50 00:0C:29:48:05:08 2013/11/29 () 13:59:01 00:0C:29:1E:D3:22 v]

Server Mac Address

EP root@Ilocalhost/home/chakramax/setup

< |

localhost.localdomain (Linux release 2.6.18-194.el5 #1 SMP Fri Apr 2 14:58:14 EDT 2010) (3)

SessionMonitor Detail View login: reot

N N Password:
Command list . Alert List Login incorrect
login: root
Password:

Command Time | Command

Last login: Fri Nov 29 14:00:20 on tty5

2013/11/29 () 14:09:08 Is You have naw mail.

= [root@localhost ~]§
2013/11/29 (2) 14:0%:: 15 od fhome/chakramax [root@localhost ~]#

= . [root@localhost ~]#
2013/11/28 (5) 14:05:20 Is [root@localhost ~]#
2013/11/29 (S) 14:09:24 cd setup [rootBlecalhost ~]#
2013/11/29 (2) 14:09:30 maxsetup Izeot@lacalnost ~14 1s

anaconda-ks.cfg install.log install.leg.svslog

[root@localhost ~]# cd fhome/chakramax
[root@localhost chakramax]$ ls

oo s

bin chakramax setup_v2.0.1.29_r17314.tar.gz dbclient Java log mdb ozreport patchfiles setup temp

[root@localhost chakramax]# cd setup
[root@localhost setupl# ./maxsetupl]

8

Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.

“(‘!]c;l?ey




=< — . .
3. -|-9|.J | o | System M2SHl - Windows Terminal

Windows Remote Desktop (Windows Terminal) A4 Al =3 LY SHHOZ =3}
Shellof| | H & HHO ZA 7[5 2 ME

97 A2 R SH 9 Adsts m2aw S

22| HOM ZAAFZ HEY =3] 8 53 Y M

o OO

0z

7l

MaxManager

Chakra Max
% Monitor Policy Search Report System

Databaze Syatem RDF Alert Approval Client

=&
BE

‘Wiork Histary

[20133 118 42 [+ (28 113517 B 26 20138 118 62 [] [2F 11:35:17 B W 235 2L ZMZTH 2ED

Target System : Il?Z.l?.lUU.lU(TerminaI Service), j
SoHINE P2 | | METDIZ : | | [ z2us
DHaE Al MR | | (=) ASTEHE @ | |

@ Search Sniffing Log
(2 Search Gateway Log

a8 2B ; | |

NERIB(RM): | |

= o

Search operation was finished successfully. : 306 SQL { 1.112%)

Hide Detail Pane Object Usage Analysis Execution Trend

User #1

D |ServioeT... |Service N... |CIientIP |CIientPort |CIientHo... |Start'|'|me |Login Result|EndT|me
i Terminai ... 172.17.1.. 172.17.1.1 1854 HAEDON...  2013/11f... 2013/11)...
2 Terminal ... 172,17.1.. 172,17.1,1 1855 HAEDOM... 2013f11f... 2013(11f...
3 Terminal ... 172.17.1.. 172.17.1.1 4454 HAEDOM... 2013/11f... 2013/11f...
4 Terminal ... 172,17.1.. 172.17.1.1 4455 HAEDON... 2013/11f...
Terminal %53}
)-I 2
‘ v
Chakra Max .j:_J
Database Sacurity Assurance

NN s [ . geemie | aas e gt e |1 ime) | st [t 48 D s 1508
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T O O'I I—I :L |_ L:I o
As/4001} &2 IBM MainframeAk TN3270,5250 E{O
=2 Al Ol XFA |E=|° |E |-_IE-||0I- | |-
ArEXF AE R A0 /|=0 KfgrL L
A
Sessmlmﬂmr Detail View TN5250,3270 AlAIZF 2 LIE/E
Command List
L X o/ c: (o)
- 3z 98 FEo 2ol
Command Time Command
(201503127 () 03:..] [0,0] SESSION GPEN
2015/03/27 (=) 03:..| [6,53] TESTCONT, [7,53] (password), [7, 62] ENTER KEY
2015/03/27 (3) 03:..] [1, 1] ENTER KEY
2015/03/27 (2) 03:..] [1, 1] ENTER KEY
015/03/27 (2) 03:..] [20,7] 1, [20, 8] ENTER KEY — =
16 Sarver - 201! = 201! & - 201! - L
2015/03f27 (2) 03:..] [20,7] 1, [20, 8] ENTER KEY Ronhis) O SIAR  200500 YIS, SRR Rondls) - EOISIANG 2 PRSI0 - -
2015/03/27 (2) 03:..] [21,7] 1, [21, &] ENTER KEY F L
= et ID | Sesver NL.. Command Time Coermand * Executed by : warevaley( S0 HCl) HE E3' Start ‘I'mazmsm-ifcl? 12:29:55
2015/03/27 (2) 03 [1, 1) BNTER KEY DASAPQAS 2015104107 (2 12:29... 0,0) SESSICH CPEN Server : DASAPQAS(TNS250), Clent IP Adress : 192,166,220
2015/03/27 (S) 03:..| (21, 7] FIKEY DASAPQAS  2018/04]07 (2) 12:25... 6,531 TwrOWN, [7,53] (password), [7, 591
M15/03/27 () 03:..] [20, 7] FIkEY DASAPQAS  2015/04/07 (EH) 12:29... [8, " orel), [7, 60] ENTER KEY
=
2015/03/27 (3) 03:..| [20,7] 6, [20, 8] ENTER KEY oaswans asonir 120, (o A SWE] Z I SFH XHE TfE
2015/03/27 (2) 03:..| [20,7] 2, [20, 8] ENTER KEY R
Akl R . _DASAPGAS 20150407 () 12:29.. 16,531 QECORR, [7,53) (password), [7, 60]  LOOnand Aot
2015/03/27 (2) 03:..] [20,7] 3, [20, 8] ENTER KEY DASAPOAS ams,rmquu; 12:30... [20,7] wrhusrp®, (20, 15] ENTER KEY =1 e 18 | Main Menu 7
anismaT 20 s sz DASAPQAS  2015/04/07 () 12:30... [7,3] 1, [21, 7) ENTER KEY ) System:  DYSAPQAS
i [l ] NGO O DASAPQAS  2015/04i07 (20 12:30... [5,37] twhwwon, [5, 43] ENTER KEY Btact onaof;the folowing:
10 10 1 ™0  © DASAPQAS  2015/04/07 (&) 12:30... [10,2) 2, [10, 3] ENTER KEY 1. User tasks
n 1! 1 SIS0 @ DASAPQAS 20150407 (£H) 12:30... [6,37] secofrl, [6, +3] ENTER KEY 2. Office Lasks
- 2 Genesal system tacks
12 i2 1 NS0 0 DASAPGAS  2015104/07 (BF) 12:30... (10, 2] FIKEY &, Fis, Weraries, ard
13 13 1 THSZSD O DASAPQAS  2015/04i07 (2h) 12:30... [7, 3] F3KEY 3. Programimang
14 " 1 EE 0 DASAPQAS 2015/04107 (3) 12:30.., (20, 7] F3KEY o AT
15 5 1 THSZSD O DASAPQAS 2004007 () 12:30... [20, TIFIKEY . Problem handing
1% 18 1 ™SS0 © DASAPQAS  Z015/04/07 (2F) 12:30..., (20,7150, [20, 9] ENTER KEY 5. Display a menu
17 7 1 ™SS0 o DASAPGAS  2015/04/07 (21 12:30... [6,53) TWKWON, [7,53] SECOFRI, [7, 60] EF E gm‘&wrw
18 I8 1 TNSZS0 1] DASAPQAS B]iw?fﬂ:l 12:8*]... [1; 1] ENTER KEY
19 ] 3 TNSZS0 O DASAPQAS  2015/04/07 () 12:54... [0,0] SESSION CPEN 90, Sign off
20 2 3 TNS2S0 O DASAPQAS  2015/04/07 (2H) 12:54... [6,53] TWiwoN, [7,53] (password), (7, 60] Salection or command
|21 E] 3 TNGZEO O DASAPQAS 20150407 (2 12:54.... [1, 1] ENTER KEY mm
22 4 3 ™ES0 10 DASAPQAS  2015/04/07 () 12:54... [20,7] wrkeyssts, [20, 16] ENTER KEY FiiE Pt Rhsher Fitorial e G ‘
z3 1 4 T™HEZS0 0 DASAPQAS 201504707 (£) 12:54... [0,0] SESSION CPEN F2amSat ity mer
24 2 4 TNSZSD 0 DASAPQAS  2015704/07 (2H) 12:55.... [6,53] TWEWON, [7,53] (password), (7, 60] {C) COPYRIGHT IBM CORP, 1980, 20089,
25 3 4 ™SS0 0 DASAPQAS  2015/04/07 (2H) 12:55... [1, 1) ENTER KEY 4 =
4 _lII * L L] d »
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3. TRIIS | 2oy 3y

DB, SystemOf| & 25t= 2= A
QIXtE (Wizard) BHAl0] 4|2 HOPHMES

Security Policy Wizard

ConfigurePolicy  Define Security Rules Def|
—_—

Security Policy Wizard

Security Policy Wizard

Configure Policy  Define Security Rules Dej
—_—O—

Configure Policy  Defi

|- - Configure Policy
% 0.

~

Database Access Rules " |
1 { SQL Execution Rules

I (.[.A

acivanced Mode &
General

Policy Mame :

LI
Descrption |:

SQL Type

SQL Type List : | Al'SQL Type

Security Policy Wizard

Py—

1 / Define Alert Actions

Protection

© Alert Only
Configuration Table/Column © Reject SQL(Gateway Only)
Table Name : (O kil Session (Using Drop Session in Gateway / Using TCP FIN packet in Sniffing)
Level: [ crecal P Address commrame: [ 1 © K Session (Usng Drop Session in Gateway / Using DB Command in Snifing)
olurmn Hame :
Detaction Mode : [Hybrd | Alert Only in gateway faiure.
soL Text St
Interval of Repetitive Alert :[1 I DB User .
Client 0S User Notification
| [ Wite o Sysog
— SQL Execution Resuft o
pplication as
Ret d R H
| camed fows: (0| lval DS(RER OI2IH HE A7 BEE AR)
Response Tee(seca: [0 | [ ]
("] Export to Fie
Simple Mode2 £ A M (©pre out Packet Bytes: [0 |
el s s = T [ ]
- o SQL Return Code = Fswst " s )
[ (Sple Message Service)

CodeT} 00| D HAZ A0/ 2E Ef

<SI2E)

W

<SFIZE® CHEM) > EEY

Chakra Max’

DCaranase Sacurity AssLeancoe

11

0 0 AN ﬁEiI > al AISH

Database Access Control Policy
CIO|E{HI0|A B2 SH| HE HogL|Ct
SQL Execution Control Policy

SOL Y& SH| HAs Hojgct
System Access Control Policy

MAR D SH HMS HegL,

System Command Execution Control Policy
MAR A U SH| HAS HoFLO,

Database / System Access Approval Policy
ET #@ss IS fig 24 FHE FogyO

CMD/SQL Execution Approval Policy
CMD/SQL 52 #Hot A E gt 38 /S FAg U

5AL Result Save Approval Policy
saL #2 34 35 EXHGY| fig 29 38 3=y

Approval Policy For Masking Exception
=9 T2 HE2 Efs iAY 5 @= %S g0

A I'l{ES HIOIEj I:III- A XH

Modified Data Policy
(’ GO|EfH|0|A M H/% C0E 22 HAMES FOJRLCE

OpAZ! XixH

* SQL Result Masking Policy
Ha2| o E 2010 BRE S=0 Uish MaskingE &S ML)

*p)
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3. LIS | wormmy w=pg B2EH

Client IP DB user, Table, Column, SQL Command 2| Lt Ao SX M ME
& Grange for ORACIE = | B 32
DBMS Logon (=zhe :
“ @ Chakra Max X

User + [Auth. Mode Comment [Last Connect [Trus TMS Mame I

E@ 101QA [201 ]

: . %g\c;m SYSDBA igijgiji E L:Cec'):_arma [ R serime

@ 201

I
i g CrangeMain B - LB
L2 ing!
Ll Warning!
 Eror: #3113, ORA-03113: S 41 A2 04 EOF 7 Q&L
A ==q2mi0 )
e

© MAD0YHHZ0

hal
N

[oraCTEnTIIE Tiome 1 =l 'IP_base_block” B EH &) ZHHO| RS &L CH
NLS_LANG
4« ]

Delete | I~ View as Report Style Connect | Cancel

CIst xsto 2 DB M2 N

= AM2XF ME X HE P =2, DB ﬁl’g, OS 210 §X, & o{E2|A0|M, BHAIZL &
- DBZALHE : H|O|E, ZE, SQL EtY(DDL/DML/DCL), &= 91'3_H5

= 7|E} . ZEEES, AIZHH, HESS AFEE, SQL 21t 2| 2R

=
o
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3. QIS | wormmy @ System

MO

| — | B

SSH, Telnet, FTP. Windows Terminal, TN5250 S2| A|AH! M0 Cf
M, 82 o|ge| M2M0| 7t

Al 24 ZEEZ (sshtelnet, ftp, #F L2 ES) : MY,

of HAA

& Sniffin

MNo. |Chakra Max User Server Name
1 test{test) oracle sur
2 test{test) oracle svr
3 test{test) oradle svr

SessionMonitor Detail View
Command list * Alert List

Command Time

2015/03/02 (&) 13:...
)13,
)13,
)13,
)13,
)13,
&) 13,
&) 13,
&) 13,

2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02

Command
ls

pwd

df -Th
top

free -m

su -orade - PAL TR

pwd
sqlplus "fas sysg
select * from tal

Chakra Max

Daranake SAcuriny AssLance

Client IP Address
192.168.0.200
192,1568.0.200
192,158.0.200

Client Mac Address
00:50:56:C0:00:08
00:50:56:C0:00:08
00:50:56:C0:00:08

Login Time

2015/03/02 (&) 13:09:21
2015/03/02 (&) 13:09:52
2015/03/02 (&) 13:19:42

Server Mac Ad...
00:0C: 29:6A:F. ..
00:0C: 29:6A:F...
00:0C: 29:6A:F...

13

TN5250 : Z}H#9f 2/5f Fg/o] ZLIF 2l SIHAE &

TP TOT IO e VT

Alert Count - T

Commarad Tme Loewnsng
m:‘m:ﬂﬁu Mmmw bainc o of the &

D0.ssh E] 2RCHE A 20 SR ZE0I /2R

HaLICH
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3. RIS | wor™my W= System H2EX|

N0 42, 22 85 M 822, A" &Y L{E=0| 0| I}
7|2 |0, EESk 212 A|AH XA (SSH, Telnet, FTP RDP £) Of CH3E S /&= MM
Xtero|Lt, HEHN EX 71 =

@ Chakra Max

@ Warning!

00.ssh SR ATHE A ZHH o) HO A ASUT

LUS s A ALE e

14 _
Chakra Max V\(, .
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. FRJIS | za=zuH

OI—IXHO-” 0| HE N | |. b "‘90 SQ E=|O-| II-040-|| H H
E|_|'o—| e =l B|=||_O'—System HLT = LSyStem S - H Lio
Al |7 ©) il | |- |-_9_ |-0-||7-|| X XH O|I:| ol 74 | | |E *|7-||§O | |.h
EAJ—EJEx,on O_ITI_I—XO—I— AX —||'|_|070
& =7 Trial License= AFZ Z 0|0 20151 032 112 00A|0f D= E LICH 2=z&
% ChakrkBies Mcnviwr Policy Search Report System N YR
Crwerviesy Session Trend Alert Client
[ | " FAOTICE Bz o " L 2. ¢=1) 5 " FAOTICE Bz ) * AI I HF*" OF EI
< | @| II.ﬁ.lert 00, ssh E2AEH 3" on server "oracle svr 20154 033 022 13:15:40 Alert "00, ssh B 2RS4 on server "oracle svr | E* ?_P 7éﬂ 20 =2o
E] Z@A" DB Session ‘,Server Session
L Bawy —
L9 W test Ii| [¥] Auto Refresh |5955i0” by Gateway & Sniffing |'|
V[D oracle svr 1
# [ TELNET [=]
P2 [ 55H N.. 4% | server Database SID |Serial# |DBUser |Chakra Max U... |ClientOS ... |ClientIP Address | Application |Client Host...|TerminaI
Z@FI'P i oracle svr orade 11g 40 7943 SCOTT test(test) SHIMUK 192.168.0.200 ORAMNGEMAL.. SHINUK-PC  SHINUK-
Wi {orade 11g 2 oradeswr  orade 11g 33 4391  SCOTT  test{test) SHINUK, 192,168.0.200 SOLPLUS.EXE  SHINUK-PC  SHINUK-
3,\oradesvr orade 11g 27 9565 SCOTT test(test) SHIMUK 192.168.0.200 ORANGEMAL.. SHINUK-PC  SHINUK-
4( iz o)ade swr orade 11g 31 6521  SCOTT  test(test) SHINUK, T
) —
oI HF oy I ing!
M BLUE{] 1 i mA Warning
L (select with insert) control” 22H 2458 0|
;"!P: T SLICH
Chakra Max
Warning !
‘scoft,dept block to sys’ EEH 2] 20| RS
&LICH
4 I

Chakra Max’

DCaranase Sacurity AssLeancoe
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LR VETEE

O

7K Trial License= AF2 Z0|0] 20151 038 112 00A|0 BHEE/LICH

FH
=

[ B

E[E]

J ]
Monitor Policy Search Report System N -1 BN
Overview Session Trene Alert
e o o it
MEgAl
3 #omw 20154 28
L3 @ test EER da2232EQY
=1 7 [ orade swr 2 2 F 2% 27 28 %27 8228303 1 2 zag
;Em"‘g [ (noo.yzt&E || [ (1/1) Changed Appli | (4/4) Health Check A 5 1"1 f3 174 fﬁ
7 @) S5H
P%Fﬂ? (1) 00.M THAFEL 16 17 18 19 20 21 22
4 o 32825527 B
Wi d=torade 119 = 7:00
8 74 = = I.I o =~ | 20155 33
OEE OE&lE I—° ji i#+83EQ e 00.2pp AFEF B HAE:
T ) = (33)00.A01 = E ||(4/4)00app 4 | (4/4)00.MZIRE || (9/9) 0 E2EH
w2 3[4]s6 78
2 3 m s 6 7 19 WI12131415
2161718 19 20 21 22
ETEe
(2/2100.53n B2 B o r
w3112 3 4
3 ——— n
= Client P testftest) Target: "ORACLE on “oracle svr™
Client IP: testftest) Target: "ORACLE™ on "oracle svr ‘ DH)’ |
Alert Information Client IP : testftest) Target: “ORACLE" on “oracle sur* ‘ =2 w =22E.320 52380
Client IP: testitest) Target: "ORACLE™ on “oracle svr™ e [ (2/2)00.ssh HALTH B
JE— Ly Client IP : testtest) Target: “ORACLE" on “oracle sur” Ly | 11 Month |
. o Name nEIsYE Client 1P testitest) Target: "ORACLE" on “oracle sur
B > Time 2015 038 04 09393 Client 12 testftest) Target: "ORACLE on “oracle sur-
™ o Deserilion Client P testitest) Target : “ORACLE” on “oracle svr”
Client 1P : testtest) Target: "ORACLE" on “oracle sur™ i) 129, 3803 28993206
"Detail Information
o Metlowl  iCitical
o ServerName oracl s e = = ™
o Database aracte Tlg
o SenicaTope  : ORACLE
@ Conditions CIPin (192.168,0.200) )
© Detection Mode : Gateway TRU 3204 EQu. 3307
» Poley 2] = [ (3/3) 00.AL0| X £ R )
- I (4/4) 00.app X J
Access Information [ (4/4) 00.A| ZHRFCH ] agol =08
Clint P Hasmma
o BP0 I (9/9) HAERTY )
o Applcation: ORANGEMAINU EXE
g ADE ZEIsio] AN HEE Flol
o Vi B st o = 1 o o = ™ L ey
a 2l /= /0lH 74 H © =2} slo
© ax User 51D = T =22 O [r— s ™
Client 05 K
o Glert o8 sunue »
o DBUser :SCOTT
, Server
ser
Session o
o Sesson . nis 0ss 04 09393 i

F critical

[¥]% Major

Minor

7] warn

Chakra Max’
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2.168.246.100

e E HA BEYEIP tops &, RO

7} 2

— —

= HE HA|

=/[=)E3

=uH ek s b Al=d e L
=4 A =% == ZEO|PIE  |Secuity Dashboard
(2] [z | | Database vien
-
SE - SlE]
=g |
Database
AP MM 5 orcl (ORACLE)
2 1P F4 QL0 HE General
A 1 DB A2 — —
iy Pie Chart

24A17F SOL 0] (22 BF)

ZE 8 IP Top 5 (HZ #2)

» 192.168.246.50: 6
» 192.168.246.10: 4
= 192.168.246.20: 3

Y EZLFUAMELF:18

ZE 28 DB A% Top 5 (FZ2 88)

w SCOTT: 11
n 5Y5: 2

[ TR

2 Columns

PAFE B2 AEX Top 5

i CIE(R1Ym) |FH U+

ZH 24 AE2% Top 5 (FHZ 88)

s HAED: 6
» HAED2: 4
s HAED:: 3

Available Section

oA MHE =

= sqQL

252501

24M 7t sqL 20|

2et 38

BT 7ts AR
ULEEEE

PTEE E2 MER Top 5

3

Selected Section
EEEF-ERS

B LN pTop 5 (H2 Y
ZE UMD AER Top5 (.. | |22
ZE 2 SR Top 5 (..,
B L W T 5 (T2 .

152.168.24... H2E01(test0l) 5304

Chakra Max’

DCaranase Sacurity AssLeancoe
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3. =2JI

1) Xl
2) A

oir

| dIOIg] OrA

Z(Masking]

22 9 2

*  Chakra MAX2| 2 OA

Chakra Max’

DCaranase Sacurity AssLeancoe

- . . - -
DBLH °| ':'| PARES EOH CH ot I\/Iaskm = &9t EE 245N, DBds XNSt7t 90| Packet
— = = O L O = - ~1 I} o o HA
™ = S0 g
B~
~ a|z+t o 3
M El Table/ColumnOjl CHEH BIZH ' E Masking
Oo|MHE= |-7( OIO|O| 2 _Il-()” O|'L _HE ;
I_IOEE 7 |_I o—l— SQL =1 —O._l'“- |_'| Masklng
-
- E‘" oI = /;.| 21 Cc - EH E: {7 Orange for ORACLE (Unicade) - [SQL Tool:SCOTT@eracle 11g_scott/SQLL *] — — E=mis
—_
. Define Masking Rule: I-l E FE? = = File Edit Action Option View Tools DBA Create Window Help DBEZHM & S crakramax RS
H xI o= IJ | 10 - SCOTT@oracle 11g_scott  ~ | (F ¥ - (=T
e ARRTH A EIEA S o kAR S R O EETBAR BES
Object(s) &IERV\EWH -
@ Table, CourmZ FIE () Sensitive PattemE T & - RS EFE-35#0 R %g - LIEE QA b BB EIEE L
Table ‘Culumn | Type |Format sQLL*
user_info jumin Partial Masking = 000000* W 3
E] 2 [ select * from user_info;
| i
_ Result r
Colurmn o S SA HEGHAILS S FEME METHYA 2. W
Type @ T HIDIH TR 2OS AT Full Masking = 28 HAN Mg 2 'ES Grid Result L Server Qutput [ Text Output Tz Explain Plan"(£2 Statistics
==& HohA P "Partal Maskln 'S HEFHHA2 \ _,W T |JUMIN ‘CARD o |TEL
Format: 'Partial Masking'® ! Qx.: HICk =
QR HAI2F 201 =T 0'S DISEHH HAS 20| #1444 5. ([ 1[ 1] =28 777777 | 4677-3281-4596-6410 | 803-483-8155
gljﬂgm 30% Lg*'ﬂ%lgi‘“fzaﬂlﬂl 1111111 || 2| 2[54322 [o00000++++++ | 4063-5304-5745-5067 | 647-7480-1940
Masking 2T} : 770101 +=*== (| 3| 3 2ma  sa7sassems | 33403060-7605-4518 | 262-8849-5750
2] 4|22 [1471840++ [7330-6564-6350-7687 |628-5827-5088
[ Import ] [ Export ] Il 5| s|oizsa |4s9065+++++++ | 2145-7852-5670-0069 |694-500-5667
- [ 6| & za4 986085+ 0730-5480-3367-1882 | 964-1496-1509
Exception Object(s) 7| 7 chakra | 116355+ 2413-8032-3334-3245 | 311-1966-4070
Table ‘Cclumn 8| 8|@mH [393117++0 | 5450-4772-1033-5238 | 880-2272-8379
e o 9| 9|sigs |7174174+++ | 6580-2002-8075-1071 | 951-151-3404
%arem' s 1o shaw. E] 10| 10 MOz 018181+  §567-9190-7227-1378 | 761-2725-0027
11| 11/ 0K | 169012+++w=+ | 3537-9029-6668-9865 | 369-2632-5079
Ln2, Col 1 0.02 sec 100+ rowe
AZl I I | IE 74 24 |I‘| Read @ AusCommt = OF 60125 | CAP| NUM| OVR
oA of|e] Ho|E/Z2&E X|H™ (= e =

ZHO| DBY|| ViewZ=

18

XS sQL

=

E

o
20

Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.

7| IS oK

RS Lt

are
alley



UHol HAE HOlE /ol Ot~ M
Policy Except Condition &8
Databases
Database : | |
Exceptions
Apply Date : (20140704 [=] 27 12:00:00 [ ~ [2014-07-07  [-]| 2% 11:59:59
Reason : |
Users
ASE Group Parent Group Client IP Address
There are o items to show =

£ 012 PE &3S comma(, )8 FERE NETHIAS.

Constraints

I Unmasked Rows : I

. OrAZo| MEE o HAE N
otag HRIEE HEE A2E 4

Chakra Max’

DCaranase Sacurity AssLeancoe

EH X1
|

arAZ oixl

_
| QHHMEOIAN Y5 MEHE OIAZA S|AE K| &
— — 11— =1 — —1 1 — O = [Lin
Fle Edit Action Option View Tools DBA Create Window Help DBMSS el i/uast dipg . I
EESCONOTSEOMN - ¥ - G- v
DRNERiGAEARER TR ENEE ERBRARYEAERREL
LaisaL -
2-5C0TT@17216100.10 X g FEEY EEE I THERQIERE N u
B-RNH-8
- Q 1[ select user_no,
2 card_no
R l= Bi Tabl U — .
f becy;eh |dn| ) ba e Di :’ 3 concat {substr{card_no,-8, 11}, hp)
(o] cheauler Jol QLIELIE irectory 3 fron USEl‘_tESd
Snapshot / Snapshot Log /' Database Link
Type/ Synonym / Sequence /' Dimension
Function / Package | Trigger / Java “ n 3
Cluster / Object Table Procedure
Table * View  Index * Constraint , Festlt -
- = - T
BB AT 62 I3 [ o 5 o /EE Grid Result (2, server Output {2 Text Cutput & Explain Plan & statistics
X 5 USER MO CARD NO COMCAT(SUBSTR(CARD NO.-8.11) HP e
|A 1 1409 | 673721038133 | 8133321101621650762 =
2 1410
- 1411
-1 EsONUS 4 —i 1212
2 EE DEPT - | [—
. 5 1413
o 24 6 1414
= EBH HEY
e Cyclone 54 7 1415
Property a 8 1416
Statistics / Other / Comment /* Segment 9 1417
Column General Storage 10 1418
Celumn |T)rpe Nullable| |11 1419
1| NUMBER PK1 12 1420
_2 | NAME WARCHARZ2(100) 13| 1421
_ 3 |ADDRESS | VARCHAR2(100) 14 1422
_4 | EMAIL WARCHARZ2(50) 15 1423 S
Ln 4, Col 15 0.09 sec. 100+ rows
d i ' | Ready @ AutoCommit is OFF €005 CAP | NUM OVR
M | SHAE -“ |'6' HHO I.A?I -| |
= |_| OTExgl_I-T_'_l_l_ u—oxE

19
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Chakra MAXO| =&l &l ZAL2 0| 124 9] =
EAZX|L} 2|[ZE EHO|A OAZLZ Soff 0o YEE EotL|Ct,

1 INSERT
2 INTO TEST_SENSITIUE{MAIN_ADDR, PHONE_NUM, USER_NAME, SOL(SIE™ A2 : 2408
3  UALUES ('TESTEWAREUALLEY.COM', LT ——
L '01012345678", i Spificd Soardt
5 "USERG1", B2t (z=): |0
6 "USERBT") Bd O Bptes (>=): [0
» 2R M7 Saarch Sriing L0g
e 288 L 210 15
AElx." AEI%IIEI_I SQL w0 Al s -
STES M A 30 | zZtAb 2 HM o DM
a [ == R | EJ— LY G |
e Zote|of X5 0taY
bl
Liser Mame G = 1 IHSERT
1 e 2 IHTO TEST_SENWSITIVE(HALN | . FHODHL_HUN, USCR_HWAME, U
3  UVALUES (‘'TESTEWIREUALLEY .COM",
e Iy Tmassaees e
oo 5 ‘"WEERwL ",
grow [ ‘USERETC Y
B S
Maskin — _——-— O
gy BaM EEs 23 ZM Al pattern Z22 Z4

¥| Using for search maskin e . -
| fumafosniiming 1 ,__— qiaia Masking® Z{QIX| dH

Masking Format : I [nmmamemans I |

Expression(il (J& 0183101 ASTS %513 I8 ¥ T2 01220 2kSwLICH
* :RE SAE0| ORAYELICH

$1%: 3 HH JS(s1)S Ok2YSIX FSLICH

$1743: 5 AN J&(s2)2f Or22 BLICH

Masking 4|2 2|
278 = [ ox ][ conce B £ Masking0| 223 Ruleg M2

20
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07 Heol e
njz| Hoj=l H&

Registered Objects * Sensitive Pattern * Unregistered Objects

DIZSH H 2 E “Sensitive Object”2 22|
Ijf & (Sensitive Pattern) & XM& I AKX} "ol 7t

Datzbase

Schema Object Name Column Description Pattern

E]
test#2 test#2 test#2 test#1 Cellular Phone Number
test#1 test#1 test#1 test#1 Foreigner Registration M
test1 testl testl test New Passport Mumber
ste estst t test New Passport Mumber
scott dept name
scott emp OMEEHOIE Cellular Phone Number
schema test e

Registered Chjects * Sensitive Pattern . Unregistered Ohjects

Name

Pattern

Description

Sensitive Pattern

Pattenz S EHA22 LHFHIAN 2.

Pattern Name : |

Description : |

Regular Expression : |

Regular Expression

Cellular Phone Number

~(01[0]1]5-sT)()((0-51 {3} [0-S]{4}). ..

mobile number ex) 010-234-5678, 0

Credit Card Mumber
Email Address

Health Insurance Number
Jumin Number

Military Mumber

Mew Passport Number
Old Passport Mumber
Phone Number

Chakra Max’

DCaranase Sacurity AssLance

Foreigner Registration Mumber

~([3-e][O0-51E(- 1) (-9 (-1

[+ _0-9a-zA-Z]{Z)([-+. _0-%a=z...
~{[0-9l{sR () {[5-8][0-9] {6}
217D Eo-21{sH([0-21{sHs
~{[0-sH{eN () ([1-4[0-9]{6})s
~[0-91{ZHN ) ([0-s]{En([0-81{Z)s
~(DIGIMISI{L}O-9]{4)([0-9] {41
~[A-Z1{ZHo-21{Zh([0-21{sh$

~(02]0(3-5] -9 ()(0-91{3}H [0-51L. ..

oY, 24, F
ER R PR

credit card number ex) 6360-9495-
Email address ex) jone.wane@yyy.
foreigner registration number ex) &
health insurance number ex) 1-234!
identification number ex) 800101-1
military service number ex) 93-730%]
new passport number ex) M123456
old passport number ex) JR029338
telephone number ex) 031-8388-123

Masking
[T using for search masking

[Tlusing for report masking

Masking Format :

* :E= =AHE0| Oi~2ELICH

e, o AHZ (M
S

21

I/7), SCH™ S E'1§I

EZ
~EAEY AE $:EAM22 2 {n }: B2 M 012 A
[abcl:a E=b E=c 2 2R {n}: ™ 247 HEE o B HAI
[~abc]:a, b, < 2HOKS I EE 2F (): 8T, dr= HAASH HEA B2 AEE
[a-z]:a 5El z DA S 24 | :HAH, 218 £= 22X THMN 2
[0-91:0 5E 9 DAl &AL 2L 708 BAH0M EE TH MAL {01} 2t B
{n, m}: ™ §A(previous Element)J} +: 8 G410 02 AL {1, Y 2L S
HHE n HZE mHIER] A
[3a-zA-Z]:3a BB zTHA, A 2E Z TRl 22F 8 84300 01E AL {0} &} S
(H4E2R A221E 22X
Expressionli| ()5 O|25HH 1% S 486t & & 28 Ot~20| 2F=s2LICh
$1% 1 A Bl J8($1)2 DAL A SHSLICK
$17$3 : & AN 15(52)2 Dr~2 ELICH
0K ] l Cancel ]
are
]
alley
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3. 8

Ches

. HEA

rot

Apaieia Pl
I i By 5et Approval Steps

Approval Step: |3 stap procedurs

~
oir

JAol AX EH 8

Approval Procedure Wizard . B Chaken

| 2

XM XxH Ol

v EE @RS 20l & g Jis |-

1 step

2 step procedure
3 step procedure
4 step procedure
5 step procedure

11;3.

HE 207 20 S 4 O
23 20l & s

AFE/ME S Mey

3 a |6 step procedure
AXY ThA| MEH

IR 01 I8 4
I SHRDH B8] 2 £

% 1E
J12FAe] &2 8 2l
JI2ER2] 2 &2 0F 2l
8 182 2

[cwzE |[[CEme | [ om | [ #a2

Chakra Max’

Datahake Secuniny AssiEance

CHEPA 2 84 X &

@ Warning!

FAkE N2 BOT B ST
T S BT RLIR

EMEH K 2 7|

[

L -1 =
E— ;
o - B )
S P T e e BT T T
T h:’;—:.:\
Elilmlll.‘l -
.‘.0\.
A
U LT ['] Cioes EoTsnily whas [CE IR
A2y FLL L] [r——
| T |
AR BN R T T LT 7|?_|' %E -cl,.: 7E:|IH EHAOI'XI‘_O_
i @ A - -
5 20l 3 sqL A
AFS HTYA
7|0 = ATYH AsIHs, Also|2
| ZAIROER ME Y ZRR) of |
ol EE
= o
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b - | -
. FQIls | wazwnz
22| Xto| £H0I0| TRBF X0 Cfs

0

‘s

Approval Procedure Wizard

a1 A al Sleg
o | il i I

e

ﬂ Set Options
[TEEREELHEE L
T3 M I B0, HEY AR
S SnTin oS E0 AR CH2|Axiel 5187

D Dl 0EH 248 SHES

OHLE J12H 25 B8 HOEE & =510 20
= WM EELLCL O S48% SmED A
IZIIEil' AZZEHI Pk BN E BUAHA

]
HZE H/= oy XMEd
2 EMEEA 28
P WA AP EHE V30 BE R0 B
L ¥E UEE 2 BE RN 22 L
2 B0 uae 3 He HOEMDI 82
=2 5189
[T (EE o] L8]
Chakra Max

Dacabhiase Securiny Assueance

2

HEMN Z2M
M-S o, AP‘J/A}—T— 72" NI I VEdR=E

A=

=
=
=

X1I%3P04 gF d5ds 28
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. FRIIS

all oA

T =

2R 2 / 2 M2 Al MRS 2X/F2 oA 7| Y
A

ra
I
0r
=
e

S - Ok~ W2 2T

=

e o

rra og
ol

Ju b

st

HO|

o
40
L
0z
I
(=]
Ul
Ho

]
EZ
k=
r
Cpe
M
£
1o

1]
W
]
=
)
rir
=
It
ro

| 2FR}: haedonglhaedong) O&: WareValey

DB &HEE
B DB EHE

B a3y
SE HEE]) i

B &3 UN
SEIZNEER 07/10/2015
FEZFMEMNZE 110548
SFEIZHEELH  08/11/2015
SEJZLEENZ 110548
220 38R

ZHEE HAES 1T =2

[EHOF22 W2 22

10| EEELICH

I &7} OH 2H01 Z&kEIH

Ho 2E

sQL

(BAHAtS] 2X M| Al 2 o/ H A

S Sof ZX /22 SOl tfe B

- O™

o

(2w oz

=2 A

lselect = from csusermt

< | T

Ik

HEE

1F=

=1 [¥] csusemt
C5SUSERMT resno

CEHl QIE0HICH
1SHH| chakra(chakra)

Chakra Max’

DCaranase Sacurity AssLance

SFA S (T ELET
ZNHIIE

i
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DB HEA| TLs 23t &412 Sh= H|O|H || 0| A2 &4 K| &l(SSL Proxy)
O = 2| # 0| M Of| A sSL(Secure Socket Layer) EE= TLS(H S AS E9HE AHESI0 Y=ot A
« K| H|O|E{H{| 0| A : MSSQL, Mysql, Maria, PostgreSQL

AZ0t= dI0IE IOl A XA

Z5t= Ho[HH| 0| &S

X &

o Aoy Bz oF Mo o2 % B MoxMansger - chakromar@172.16.5 o=e
@Z Chakra Max 2ug Ha 2 e Nxg = &
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e S0l Sorver 9E E243 W2 3UE): 4096 ) HOIE [ Cgwsons |[5 2%  sosseve mwewsse 13 0 covemax teen(st) sy V27055 DRCHOTADINRS S22
ahe == o2 L 0 @lMysavs 3 018 AzureServer  AzureMSSQL 14 0 chakramax  testeri(testy)  sumny  172.17.30.55 DB:C4:97:AB:30:F5  52.231.32.42
2I20L) ‘:hakvamax == L 1 @rostaresaive || 7 023 AzureServer  AzureMSSQL 15 0 chakramax testeri(testl)  sunny  172.17.30.55 DB:C497:AB:30:F5 52.231.32.42
. o FE AN 30 ol [ Cgswamme |8 228 wresever AwreMsSa 116 0 chawemer festerlest)  suny 2173055 DSCHSTABI0FS 522313242 L
&AT(P) ‘mmmmm o [0 Sreeos + S
[ & REM) S8 N2 0 S [0 Emsdas i0:
b O@msi02108| g4 DLE A E
[0 Bmsints - /sqmE Z=s=
L m&Foradeiiorz
[ ”Em:e::m Chalra Max A27H : tester(testt) S ®[®suTE [sarRs s Erd
] = SieEres.m B S T ROWCOUNTD ST TENTSIEE T 14785687 ST NOCOUT G ST CONCAT NULL g
B s vy SBES ey roduc e SELECT CONVERT ONARCHA... 005
2 CHA BB a Quey  smecr seLecT @esPD; 000s
Query SELECT FEAIEE TOP (1000) [NO] 0.0065
Moy
: How
Moo
oo
Wrusal
Hec

2otk 0f S4E.

Chakra Max

Caca

@ Sacuriny Assusance Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.

AR EHE proxy Y2t HZ

mjo

DBO| EA[ A E Y=l 540 Mef, BE
=

SAoH0], A &

S OIO[E 7t &

HAIZ



3. LIS | sAs. 0LAP, BO = 3 Tier AFRXIO] HIHS Ha| =X

02| DBL FRHEN M2 7l A|ARE Chakra Max2t HS5I0] ME 5 SX|

Proxy2tAl o 2 23T
ChakraMax= SQL & &

AN-EAH= DBEE T 40| E7H|E|D4

=H H T

2o NBS R0 40 50t

HOF 2| A= ChakraMax A H O]
510 §2A 2AHE 4F

SAS AMH°S DBE<= HEHE
ChakraMax M b|A~Z 4 A

DBAHE At sl
Max=2{0|HE :
N ’¢’
~————- AEXHE 19 DAY 5)
ANEOZ ALK} Al

44 are

Max"
Chakra Max alley

Baratiase Sacuriry Assuance Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.



4. ddl)ls | sauz

Chakra Max= 11Z4°| DBEHE H3t Q0| 7|& 4 Atz M8 7ts

ProxyfAlo 2 2E L&
AlSH

151 E %
e Ak Chakra Max= SQL A& EX|

DBMS
AFERH= DBEIE T50)
ST =D 2ot HHE ZR
M0t 57t

DB kA H Il %, ll %, #%
Chakra Max MH Ml e— | M — N7

(Proxy'&4]) j Syne : LA
DBE QF 22| X}

HOF 22| XtE= Chakra Max ATE{Of|
M2l MM 0 HxHe AN

Chakra MaxAd
ol g2F

H 0|53} 2MS
E:O%QE
DBAIE X} ” ” ” ”
Max o i e S
Sato|Qle CAE S A PCO| M B g{o]
L@l L9l L9l L@ Agent MX| Oto 2 AL} 01Z 9l
DB M2 42 HZA 14
45
Chakra Max’ are

Daratiase Sacdriy Aasiance Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.



4. d2l)|s | =2

=Pl

ol

Central Management(CM)7|s& &%t 5% ZLIHY

(S Alert ZLEZ / HOFEM 22| /=21 HM /2N 440 7ts)

lﬁ Chakra BMex Manager ‘

ﬁ Chakra Max '

|
gD
H=l, oy il alie
L] _ lconsuling
[ 17217, 30.50
4 30, 50_ordl
H=lio Japan
L et
L=, 3 Tarean
L 1 Sysien

(2]

Chakra Max’

DCaranase Sacurity AssLeancoe

Chakra Max
S3haa| M

[TECIEs ;.-. " il
Emms wREE

Taiwan

46

Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.

are
clllee},r



4. IS

| 0l=%t

Chakra Max ¢IZl 8! 20|0|F 0|53 7|5

F i

=~
Chakra Max
o|Z2} AxI

v

Chakra Max
o| ==t Azl

A

A

Chakra Max %l

Block Device Level

PetaSQL
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Data replication

PetaSQL

Chakra Max #2
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"8 AL HE
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4. A2l )|sS | nzu0E =M= DBMSPetasqL) &

Column Stored DBMS (PetaSQL) Ef X2 2 WatXl 234 M

Fast-Loading / Real-time Analysis GIO|E{ H|O]A
Column based databaseZ OLAPO| £3}

7|2 Chakra Max V1.3 CHH| 2F 1600%0| &2 AM 22 F7}
v e (B ———— e
= e o ﬁm““ Manrrs Prkay s Bepon Spem feft i
— e . .. | Dalsbace
R P = S 0 1T = |20 104733 SE Qmed 0F WY - | 20 10733 I &8 GELL0 HETH HaT
S o SR SOy ey o s | 2
DERE T2 & ukat Baddnm 0 Applion s
Chakra Max V1.3 i (Cai ] A Ssmh
(MySQL) EMaxvl.3 EMaxv2.0 ChOl- X nauﬂl:anlnﬂné::::a A u‘[::;: :.-umaug
(2h+-==)
20,000
18,000
16,000 e Dt Parey  ObSacT Wkade snabves Exedings Trand
[ . 1 SELECT PRUFERIY_vaLid |
14,000 LT SETEI0H ST HLS_LAMGLAGE EHGLITH ¥ Rl EALERS :
12,000 ELECT PROPERTY_VALLIE FECM CALRAG WHERE MOPERT 3 WHERE PROFERTY_VEY="00C_STATS |
10,000 T R S T
5,000 L B Chakra Max V2.0
5000 e (PetasSQL)
2,000 ;;-mmamr;:..:.nr.m_.r.ﬂm TS, ML)
— LTER. SERSICH 6T WL _LAMGLLAGE =FHGL 15
- T T LTER SESA00M SET ML _LRsELE w15 T ¥
500,000 1,000,000 5,000,000 10,000,000 50,000,000 ELFCT COUNTIARRaME | P0M AL RIS WHESE 5 7 pervrarttnd
TERL SERIICH ST HLS _LAMCLLACE «FHE 1T w1 Eror Coda 10
| e [ Quary SELFCT PROPEETY WAL FROM CALEAS WHERE PROPERT , ENMOT Hesmage | ’
500,000 1,000,000Z4 5,000,000 10,000,00071 50,000,000
Max v1.3 192 472 3,794 17,580 N/A
Max v2.0 13 28 128 240 1,302
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4. A2l )|sS | nzu0E =M= DBMSPetasqL) &
Column Stored DBMS (PetaSQL) EIXl2 27|88 C|A3J°2 82X 29

Dictionary 7|4t S5 L|0|E HAHE "".1 ‘||°|E‘| aa
72 YF s 7*?2}% S0 A3 AFEE A

SQL 21 HO|H XME Al MysQL ChH| <F 1/10 == Mg S A&

O T WAL L D

nnnnnn

111NN | .

508t A 1,008t A | 5002+ 74 | 1,0002F 74| 50002 A H|:
Chakra V3.1 402 804 4,096 8,192 40,960 select * from dual_NUMBER where dummy_NUMBER_ =
Max V2.0 54 104 491 1,135 4,616 -NUMBER_
Chakra V310 385 797 3,890 7,716 38,619
Select * from dual where dummy = _NUMBER_
Max V2.0 52 74 388 844 4,338

% 22 & GlolE 8%

o

&Lt DBOf| CHSEO! Chakra V3.1(MySQL)Zt Chakra Max V2.0(PetaSQL) & O] 8310 ZHAl A=
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Column Stored DBMS (PetaSQL) B2 217|8 A|ZHTHS 9 1/0 HE |2

Chakra Max Repository AF&A| 21 Log write A|Zt
- 7|= MysQL CiH] 2k 200% 21 7|2 &8 37}

189 461 162 155 15.6
124
m MySQL
m WDB
il BN AN THE T R

— R Wi Seasinn = dump_w
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RHEEHEEEEEEiHEEEgEEjgEEEEIEEigEEEgyEs

180byte 202 row insert 202| Al = %A, {1 gt H el = 102]0f CHSH B
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Wd|J|sS | dolE Yux

E1 Ho[H2l =

m7| gl

23 9= EX

#20] Jh50t

Ul

o
T

rot

| db_user | date

HIOIZE 22 JIS

X E 951 PetaSQLol 2 X% H|0| &0 Chakra Max QI XI3k
H AFEX ®2 Al Y72 Not

Qlojo] ZH|0|g M7| & X| 7|5 (Chakra Max MTITF 715

| sql_text

68.0.200
68.0.200
68.0.200
68.0.200
68.0.200
68.0.200
68.0.200
68.0.200
68.0.200
68.0.200
68.0.200
68.0.200

/_/ inst_name  client_ip
1 |oracle 1921
2 | oracle 1921
_3 oracle 1921
4 |oracle 192.1
5 | oracle 192.1
_E oracle 192.1
7 | oracle 1921
8 | oracle 1921
_9 oracle 192.1
‘_E:- oracle 192.1
11 | oracle 192.1
‘_2 oracle 192.1
E oracle 1921

AFEALZF Repository DBOY &=}
0l 21 Ef0/|Z0f update, delete

68.0.200

52 A/E322
of 42 g + &S

SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT
SCOTT

EHo/Eo] 5%/

Chakra Max

Daranake SAcuriny AssLance

15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04

SELECT DBMS_TRANSACTION.LOCAL_TRANSACTION_ID FROM DUAL

SELECT DEMS_TRANSACTION.LOCAL_TRANSACTION_ID FROM DUAL

SELECT DEMS_TRANSACTION.LOCAL_TRANSACTION_ID FROM DUAL

SELECT DBMS_TRAMSACTION.LOCAL_TRANSACTIOM_ID FROM DUAL

SELECT /*+ LEADING(S) */ INST_ID, SID, SERIAL#, O5PID, ORANGE.ORANGE_FM_HOST_MAME,
SELECT USERENW(RY, SYS_COMTEXT(E', '@ FROM DUAL

SELECT S.SERIAL#, P.SPID, S.SERVER FROM WSSESSION S, VEPROCESS P WHERE 5.51D = § AND P_//E/W//(f I?’é-'l'E/ EJ L7/0/E{
SELECT * FROM VENLS_PARAMETERS

ALTER SESSION SET MLS_LANGUAGE='T' NLS_TERRITORY="0' MLS_CURRENCY=T'

BEGIN DEMS_APPLICATION_INFO.SET_MODULE(:Moedule, Action); END;

SELECT USERNAME FROM ALL_USERS

SELECT OBJECT_MAME, OBJECT_TYPE FROM ALL_OBJECTS WHERE UPPER(CWNER) = UPPER(:owner)
SELECT /*+ LEADING(S) */ INST_ID, SID, SERIAL#, O5SPID, ORANGE.ORANGE_FMN_HOST_MAME,
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Database Security Assurance

EERE . AES / RC4 / SEED / DES3 X| &

!. . ! : | 2353} 7|
LA

o E—I—-I-
255} 6o E =20}
(Plain Text)
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Ul el IS Y AN2IFS MBS0l MY 20| P U +HES WX

Aot WA Q0|8 E Chakra MaxO| M2 S =250 # g =70 A& 7ts

Schedule

Schedule option : () No Backup
@ Daly Backup

Start Time : == g1:00 E

Email Motification Options : @ Do Mot Notify
) Motify on Failure
() Motify Always

Check the disk remaining capacity : |10 %o -

The remaining capacity is less than value, the backup wil fail.

Split File : @ Do Mot Split File
al S M
HYHS 473

(") Split File

Backup Password : |u.uu.u

Confirm Password : |..........
Backup File Location

o538 o 0| Ef
Yk | o]
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. &d)]

AR E7) =851
UHEEZ zl

7| #lgt 7|s2 &,

AF2(sQL E|HZE )

172.16.50.67 ==]x]
Sensitive Pattern &2
Pattems 7 ZEdoz YL, e 25 o i e = LNENLH
=L ES Al FTP ELS EL =3 2Efol2E Bl e
Pattern Name : |J“m”'| Humber

Description : |\dentlﬁmt\un number ex) 800101-1987654|

v|[e= 20000 | == [2019w 078 232

v|[2= 3:50:50

Regular Expression : | ~([0-91{63N[- I*N[1-41[0-51{6})$

oy N2 [orace11gr2,

Ordinary Column Name : |JUMIN;

\
| [2012% 062 072
\
\

|71 =28 gumus.

Data Check Length : [ 13 |~ [
Regular Expression
~: BREO AlE $: B20Eo 2 {n,}:E2=23n?l 04 WA

[abcl:a=sb==sc¥ext {n}: & e=27 B nf g ofA
[ ~abc]:3, b, c 7t ohdl oims £xt (): 22, s= ANTEO) s EHE NTL

[a-z]:a =6z 7 BEx | :chdl, €5 == o2z 3Nl tEg
[0-97:0 == ontxl % & 23t 2: % 227 0% == 17} %X, {0,1} = £
{n,m}:& R:—(prevlous Element)7t +:E Q27 17 o1y ojK, {1, } % S

B0 n 7AsE m 77 oA
[a-zA-Z]:a%6z7x, A =6 Z 7Al @24
(dh2ex 2egl= o)

"

227t 074 ol oiX, {0,} 2+ 52

Masking
Using for search masking

Using for report masking 7503 2()-*H#kskss

Masking Format : FREEEAEE75859510511512513514

Expression® (}5 01236 128a €89 15 & 28 O280| FeTUCh
* 1 0= BTFE0| D ELC

$17 : ® ©9 18($1) or=EX FEUCH

$1*53 : = W I5(52)2 oh=a B4tk

ECUEDS £

F0jois =0T ;|
DBMS A% : | O]

IEEEN [

T4 E20y;

AT 0IE ;

AR AT :

Aer AE(2M) @

[
sQLE# : | Query, DML [ sqL (2= Rl | | [ 2
El0l5 B(TEE) : [masangtest (D] EEEE]| e

e 2% ; | | 22Uz (=) : [0 J

=3 7% (>=) 1[0 | = ®aBytes (>=) : [0 |
| o7 myT ;
| 0 e
[ Sy ois

HU=A %7

#agag  |gHom==a [gaci@=pFa|22z20n b

Jsa.. |sac

Q4 BHSIZRCES  172.17.30.55 ORANGEMAL.. 0

0 Query SELECT * FROM MASKINGTEST

.

1019/07/23 'SQL T2 EIH(26) - 20190611 ~ 2019/07/23 /'SQL T2 EI(27) - 2013/06/11 ~ 2019/07/23 /' SQL T2 BIH(28) - 2019/06/11 ~ 2019/07/23

HHE 271 22%E A8 24 2d s®

1  SELEGCT =

2 FROM MRSK]NETEST‘
[¥] Formatted

NO | NAME JUMINNUM EMAIL CARDNO
11 tester 752222%%wwewt | tecter@tast.com | 6360***A5*MT-5219
22 develaper 75 p 7-5219
IEIE manager 75 g 7-5219
44 director 7522224+ | director@test.c... 6360**+*5+++7-5219
5s sunnyjung 75032144 sunnyjung@te.. | 6360++5+4+7-5219
6|6 tester 750321 *++++++ | fecter@test.com | 6360****5***+7-5219
7|7 developer 7503214+ developer@tes... §360****5++*7-5219
8|8 manager 750321 #4444 | manager@test.. | 6360++++5+#+7-5219
99 director 750321#++#+44 | director@test.c... 6360¢+++5++++7-5219
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Chakra Max= AEAL2t HIO|EHH|O| A ME S| {12t DB A &=2=tE 7ls= Al
S el 2EetdE 2t

AFEA} — Chakra Max 72+ 23}
FUE9 : @ Stand sone RAC (Real Apphcation Custers)
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@ H| 11 Windows A €2 2X|7ts
| I e -
Chakra Max’ @@= | = Ny
Database Security Assurance {
L g ol'd #X2 DBE X WENIS HO5H| X5 2%
Agent X LSt 22to|QIEL| n%Y IP A=5to i IPE

Chakra Max §X &

Chakra Max PC agentE QIAESHX| E2 AR

7|.ho|- 7|h.
RHs P2l IPE Chakra MaxMhHOﬂ SE3t0, ol CHat
1%, boE o B0l Mol BaBLICh 4|1 : 0 P2
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of 23 HIAX] HSE

Chakra Max AH2XH/ I 55 M LAI2, E
@ Chakra Max
| @]
ENs=EE] & }
L=l [ g Warevalley i Notice
71 chakra(chakra)
7.1, eydone(cydone)
7.1, gacla(galea)
7 4. hiedorg(nacdong) H= R
; R et L Chakra Max |0 E 2HH 2015-10-05 15:36:26
=) rTEudu‘r;u
L - L
2 o dume
L o2 ; ;
L Fx:’|1_be;t( HR: [ Cralra Max 22 34 @2 o1 ETE]
GL,_ :’u—‘“‘\ﬁ“ au0r: | I~ [ #z | Chakra Max 't 2.0.5.06 HIEH M
e : - I3 C Lo
D1: enseiz: st uous - [er s [ 20701 2 EIY0E ZSIELICH
[ WE: [zeimoma sl DEEZ ZME HIEE 2 21500 2 TIRSLICH
_ 2o
Dol AEre
() A0SR QAR S HEAZ BIZLICH ‘;‘L M‘j‘— o s S
(T HL2 LS B2 T A2 HLICH
[z ]

Chakra Max’

DCaranase Sacurity AssLeancoe

69

Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.

are
alley



AppendiX | =xi=uwo

ZX BW 7IsE &

Chakra Max 2c}0|

ll |

ot AE Xt Zho| HIA[X] HE
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HE AMEX} ZF HAIX] H

A/ 712k 2E Ao tiet Zls A2 R**':OI HAIR] S

@) Chakra Max WareValey = § haedonghaedong) =

O

X

= 6 Rost

3 ) WareValey

212t

S i PY-CEE

Fo L chakalc
[ coclgen A 50431

B2 A

[ Firmy T AIX] 27|
{1 cvdone(cydone)
Jnitm(m) gh= AME: haedong
3 ) dummy_t
o oo MS: (o2 siH 20 8
OO 2o o =
AW S HECHLICH
Chakra Max’

1]

CIET 3]

t

=

LSS

Datahake Secuniny AssiEance

Message

W AME: haedong

HS: HAIFR #&HAE

AL &8 1S H A E ZLICH
HAF It EEHE 2 &M T =R ZH25H)
SFHH LrEatE ELICH

HAT ==&
From:haedong
2015/10/07 09:48:12

HAX B3 H=E
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| ZHgst 7|
&) chakaa Max

WareValey = §

o s 2R 4H N

@ wpdate ZX B4 oz 20150904 11:5
@ HAE O 2015.09-10 15:44
[ wist= 20 23 02 2015.09-04 11:54
@ update 2T 85 [E] 2015-09-04 11:5¢

@ SHZHE =N 2015-08-04 14:4]
@ update =8 o= -09-04 11: 58
@ wedate ZTH 2 oz 04 11:5:
@ wiate 27 23 E] 201509 15
@ MERIZ AN 2RZ Qigtpd o2 2015-07-30 1!

© YNHAE [iF] 201507-30 14:2
@ depttest oz 2015-07-30 10:3¢
@ MERNZT Y 2R oA o2 2015-07-30 10:3;

Chakra Max’

DCaranase Sacurity AssLeancoe

test
&%
19k} haedonghaedeng) &: WareValey
DB HHEE E=R=E
SoeEE HH =4 A DE &Y Total 1501
a8 [Tyme =zl DS |
@| o Query \CREATE TABLE scott.T_EIS_LOAN( COMP_CD  CHAR(1BYTE) \1 |
==y k-1
DEZ2OH I’
4 HEFED 1
Sl 27 4% B30 2H A SQUHEME D2 salE A
SR
CEINZ AT 13082015 B REATE TABLE scott.T_EIS_LOAN E
QENZABNZ  17:43:50 H
SRR T ] COMP_CD CHAR(1 BYTE) NOT MULL,
SEAAN ZSNZ 17w STD_VH CHAR(6 BYTE) NOT HULL,
SReb el BIZ_PLAC_CD  CHAR(Z BYTE) NOT HULL,
BANK_CD CHAR(3 BYTE) HOT HULL,
r LOAN_CLS UARGHARZ (2 BYTE) HOT HULL,
LOAN_AHT HUHBER (14) DEFAULT B,
LOAN_RTE NUHBER( 3,4} DEFAULT B,
<Th_DTC MIHDED 75 L\ RCCAINT @A v
P} M b
squ /=R A2
2N HE HAES SN 22
e FEYGIlan kA el (T ELEE] FEI
1EFM chakra(chakra) W HIIE
——— T
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AppendiX | =71 M/HIO0IE HIOIA

ALEX7L

AR

7bset MH/t| o[ E{H| 0] 2

a2

-1 =

AEXZE B 7tsth 1 H/HO|HHO|A~ S =5 HEAISHH, 2 el MH AE=
B O - 1= =2 O = o=
SalsH 7" ZEJo s Ae Ma J|s
= ~1 - -= — o -~ o
0 (]
My servers ~
DB/Server Type Name Info
EEE:"' oo Server FTP hanaDBserverB2 17217306221
Eg:é_lpl . Server SEH hanaDBserverBZ 17217306222
Server TELNET hanaDBserver62 172173062123
MEAZ2E Server FTP serverl Dl [administrator] 172.16.40.101:21 [2019-06-12 ~ 2019-07-12]
24 Server TELMET server] 0l [administrator] 172.16.40.101:23 [2019-06-12 ~ 2019-07-12]
.E- —=occ r Server Terminal Service server] 01 [administrator] 172.16.40.101:3383 [2019-06-12 ~ 2019-07-12]
FEE. " Server FTP servers.63 [root] 172 1680 5321 [2019-07-79 ~ 2019-08-28]
Server a8 serversEa ool 172 16,50 6527 [2018-04-26 ~ 2019-06-24 EF root@localhost~ - o X
%E Server TELNET serverS0.63 root] 172.16.50.63:23 [2015-07-29 ~ 2019-08-
Server FTP serverBl [sunnydesktop] 172.17.30.61:21 [2019-07-08
Server TELNET serverfl sunnydeskiop] 172,17.30.61:23 [2019-07-08 ~
Server Terminal Service serverBl [sunnydesktop] 172.17.30.61:3389 [2019-07-08
Server FTP D EH MY 1721712520221
Server SSH DTESMH 17217.125,202:22
Server TELNET DEIEE MY 172,17.126,202.23
bB DBz for Linux/Unix/Windows Dh2 [tester] 172.16.30.244:50000 [2019-07-09 ~ 2019
)51 PostgreSaL greenplum 5 [gpadmin] 172.17.125.202:6432 [2019-07-08 ~ 21]
0B MyS0OL mysql 172,16.50.63:3306
[al=] MySQL myslve 172.17.30.61:3306
DB ORACLE oraclelZc 172,16.40,123:1521
bB ORACLE oracle16C 17217.172.1241821
0B SapHana sapHanaDBE2 172.17.30,62:39017

Chakra Max
Dacanass Security AssLance

Copyright 2001~2016.
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rHl
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Crefet SLH0[HE
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ot

7|19/ZTHe KIS o] Cht Zal A
AFBZEF Arg DBRIE| T2 M

EIO% ¥ AHS

@Chakrnmn WareValey e § haedongfhaedong) e — O X
- - - Y 2 i 7.t
ERE 7leret ] alet B/ s
AI-_Q_XI- 'I'_LH A O_I o -
o — T —
():IEI_X_I E .I EOI 7H OIX_‘E AI_' g;ﬁg; tttttttttttt El
/ —_ =/ / -Mall o = - O T o EMail
paZn e &) chakiaMax WersValey = § hasdonghasdong) = — [ X
CHEIZ M 212F Cop
— =F] = - s 8 i -
chsEA A9 HAY S - = A
75”0-”—_9_7'7_"/11_—'-_%02 am/mER e
u} ol = S o
/ I_I-E = O o C-JE BB SR A EL] | | searci |
ORACLE
o A% H S LA &2 =
e ez rons © HOIE 524 2ol8 804 .. 01 D15-1007 1:501%6
Sybase ASE @ HIOIE S& 2 0S 2015 g8k, 221 2015-10-05 15:48:52
Sybase ASIQ
A Q_x o] = A _9_ _T'_I- E X X—I MySQL @ HAE 291 2015-09-10 15:46:57
|-O |-—| M |-O DB — El = | o Altbase @ wdate A 8F 2ol 20150904 11:55:08
Informix @ ZWHZME Bl 20150804 144432
Symfoware O SAEHXE =] 2015-07-30 14:22:24
PostgresQL
TeraData
Tibero @ ASRE U 2RF oFtwy &9 2015-07-30 10:33:00
Cubrid A
Netezza
DB2 for 2/05
DB2 for iSeries (05/400) = &
B OFH MY A
EES ] rreeer =]
2%)7|okete] AN AE BA| 2 = :
AX{/7| 2tk AT 2 AEf BHA| A2 o3 Qe B
=2 [ Freeer -
a7l
SNE 22 N2hE) 5
Z00 AL 22FEE 2] True [+]
I LB FNKE) 5
P ) S NI A7 2 ) T ilhd
#
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AFEXAF ZOQIA| H|ZEHS Q= @F 3|4 Al 2780 Mat LA 23215 Hetots 7S50 At
_
EXt A8 E e Melstes 7IsS F7t
-1 -, -, -~ ] i
e 7ls=2 2Elxt7r HaohM ME|T7HX| sig AE AFg0| E7iote & 22t 7|s& Ete
MaxManager - chakramax@®172.16.50.67 =E)]
RZ Chakra Max BUE Ta £ Chrt e S r )
morga zn =3 safesQL  NewsQL  unegmgsou  %{ Chakra Max Client v2.0.9.00 X
AR A BAR R (2= R
2 =72 BYE=g B3TU,
gugsz X ez [0 | =sw =30+ geot
: 2 20 2207 Bod NBo| B2,
%:;?HE 220 Ao Bool uTMns bl FHaU chakra Max Database Security
CERC | | [ == =
[] Peel 7lus/oto 3 aej= HeE AASHA Faud, testl * -
[ doiey £32 270z 4t
Server: 172.16.50.67
5712 9sguos s,
IM:I I\::q ’ %%Eﬁ ! T :_u? 9@ ZIE ARO| BXEAS L
= A ZOBEHE.
L COPYRIGHT (C) 2011 WAREVALLEY ALL RIGHTS RESERVED )
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ALEXF AETtE ALH 2E 7| s

AEX AE ‘i‘ 2D Ptz 7|ZF0 Efetof Mel, AFEAF 2O 2IA0] A2tz U TARE Btg o
L HA|X|E E85t= 7|s2E, Tte 72T L2 0| BEA|X(H Eohat|Xt **"*Oﬂ EEfEP =8 Al
off HAIX]2 ES ‘ts
YCI‘skrs Max Client v2.0.9.00 ><1 i [ PN = * Message ﬁ
From: 22| Xt 2 AN mEw
2019/11/18 17:00:00
NS Ay o= oty
@ Chakra Max tabase Security Assurance AT 2= A4 AT AME ZIT0NE UL,
test1 239 | #2320 |+
'S ¥
@ Chakra Max Messag a
——  Welcome Chakra Max System 2 Mg
HS:opus 02 ony
H2H= AE 717H0] 32 EHRELD
24
HLBS S0 ZOBL
H2Hs g 19 4
76
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AppendiX |

ArE Xt H|

At XL HIZ2¥z XJ12}

AHS X7\t

ZE[A F S| ALEAE AZO| HIZ|ALE &7] O|ALE AFEALO]| Cio gd=tzt B2 JEHOA ALE
Aol HIERS S 7|g = A= 75 MS

- APREPF T YAl AYEE SMS, Email E MBS 7|3 & = JAEE 7|5 HS

« APEAHH[ERZ 27|39} R*“\I 2| X7 Ao 27| WAJAES AFEAL YAl AJYER oS

Chakra Max Client v2.0.9.00

@

AR

Chakra MaXx ... s assunce

X [=] t & = [ChakraMax Message] Your new passwor
DAIR|

o1z

jskim@gmail.wv.com
[ChakraMax Message] Your new password.

z19 | (=0 |-

Server: 172.16.50.67

2= AR jskim@gmail wy.com
RCTEEESE!

Issue date: 2019-05-14 14:51:01

Login id: AMBAR

New password: Ngdb0cOXly

Chakra Max’

DCaranase Sacurity AssLance

@ iskim@amailwv.com 201l TS R E O 2 4 U&LICL

& x Qs REErE Vo B p &

[S:EET . =¥ WC* 1\ ag -] f oA | wa

&~ GEg =~ EI A Y = il - o
L =z #E B s oE

H - O X
)
254 ~
ChlY JYES
Safe SQL New SQL  UrLogging SQL TEAIT
paee,
I £ =9 20w = gau,
R AFo| BLE.
IS OAl ZAREUD.
~
| [ ==
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Appendix | =atoieiE Ma 23

E'-E|-0|°‘|E .u.E:I_EH kl §:|_0| Eo

ECI0|HET} M= MaxDebug.txt 2 M

= OraF Meloto] MY

g

AH
o

=2t0|
Salo|olE

ot 2an A=}
MSh= MaxDebug.txt 21

E7}
7t

THolg

H

\d

ol

re

2t
o

ol

7ls 8%

Al ALEXLS] IP FAE OHE MASHK| &1 1.1.1.1

o] 3
[

HAd

2totof

o

) MaxDebug log - 2R

P BLE ANQ 2w E2E
07/29 19:19:37.648 [INFO:17100:
07/29 19:19:37.648 [INFO:17100:
07/29 19:19:37.648 [INFO:17100:
07/29 19:19:37.648 [INFO:17100:
07/29 19:19:37.649 [INFO:17100:

MaxClient.cpp:0233]
MaxClient.cpp:0234]
MaxClient.cpp:0235]
MaxClient.cpp:0236]
MaxEngine.cpp:0100] MaxEngine: DAR Mode
07/29 19:19:37.650 [INFO:17100: MaxSvrConn.cpp:0096] MaxSvrConn Started
07/29 19:19:37.662 [INFO:17100: Util.cpp:0562] SetThreadlocalebx Language KOREAN

07/29 19:19:37.868 [INFO:17100:MagicCrypto.cpp:0044] CMagicCryptozCreate() : Magic Crypto Initialize success
07/29 19:19:37.884 [DBUG:17100:ConnectionMgr.c:0135] Server Connection Status: OFF_BY_USER/User2| action0i| 2|&}
07/29 19:19:38.253 [INFO:17100:SvrConnection.c:0156] connecting to 1.1.1.1/10054

07/29 19:19:38.253 [ERRR:17100:SvrConnection.c:1359] CSvrConnection:lsConnected() : Error MH{ 0] T & 4 i
07/29 19:19:39.000 [INFO:17100:SvrConnection.c:0324] SSL Result : 1{value 1 is process success), GetlastError 0
07/29 19:19:39.011 [INFO:17100:LoginManager.cp:0309] Connection succeed to 1.1.1.1(1.1.1.1:10054)

£ gy

07/29 19:19:39.021 [DBUG:17100:SvrConnection.c:0877] Send Packet : 20000109 0 0 1 16{$}
07/29 19:19:39.077 [DBUG:17100:SvrConnection. 84] Recv Packet : 20000110 1 0 1 12443}
07/29 19:19:39.082 [DBUG:17100:SvrConnection.c:0877] Send Packet : 20000015 0 0 2 1510{$

ti_popup{$}show_protect_msg_popup_on_client{$}show_request_tuning{$}sms_auth_timeout{$}ssh_tunneling_port{$}unm
07/29 19:19:39.103 [DBUG:17100:SvrConnection.c:0684] Recv Packet : 20000016 1 0 2 1846($}
ctive_addbtn{$}{$}safe_application_inactive_view{$}{$}save_last_login_id{$}TRUE{$}session_close_when_failback{$}TRUE{$}s
07/29 19:19:39.115 [DBUG:17100:SvrConnection.c:0877] Send Packet : 20000001 0 0 3 18{$}
07/29 13:19:39.171 [DBUG:17100:5vrConnection.c:0684] Recv Packet : 20000002 1 0 3 B{$IF
07/29 19:19:39.172 [INFO:17100: MaxClient.cpp:1964] CheckOPMODE commandLine("C:#Program Files (x86)#WareVall
07/29 19:19:39.354 [INFO:17100: MaxClient.cpp:1986] CheckOPMODE index(61)

1020 NFDBCTL over [MSAFD Tepip [TCP/IP]]
1021 - NFDBCTL over [MSAFD Tcpip [TCP/IPvE]]
1001 - Hyper-V RAW

1006 - AF

7 MaxDebug log - HEZ

oeE HIe MHQ@ 27w E8%
|b1Rnc3lycFR7aRceE2xNenh9chokDx5vHhBpVnxScXIhICAGYOhIOg08bygiMVdxahMXfHIuQg ==
b1Rnc3lycFR7aRceE2xNenh9chokDx5vHhBpVnxScXIhICAgYOhIOg08bygiMVdxahMQfHIOZWxmf2xAbHUNCQxy TmVsZn9sQGx1DQkMck51bGZ/bEBsd(
b1Rnc3JycFR7aRceE2xNenh9chokDxSvHhBpYnxScXIhICAgYOhIOg08bygiMVdxahMRFHIOZWxmf2:xAbHUNC Quy Qs 1KIATTS4+AGdJPg g6IGsfIBVhd Q0.
b1Rnc3JycFR7aRceE2xNenhIchokDxSvHhBpYnx5cXJhICAgYOhIOg08bygiMVdxahMSTHIOZWxmf2xAbHUNCQxy TmVsZn9sQGx1DQkMck5IbGZ/bEBsdC
b1Rne3JycFR7aRceE2xNenh9chokDx5vHhBpVnx5cXIhICAgZUpGNgOtbygiMVdxaRAUTHIOZWxmf2EgICBISKY2DS 17axYAP2EVTOBEf0SIbGZ/TGe=
b1Rnc3JycFR7aRceE2xNenh8chokDx5vHhBpVnx5cXIMDDKLVIZIMAOmbygiMVdxaBkSfHIOZWxmi2EgICBzUIMcDCYvawE1DDMsRUABCKSIbGZfSw==
b1Rnc3JycFR7aRceE2xNe3FzchokDx5vHhBpWnxG cXJhTWFAAAROKwokbygiMVdxbRYWTHSWLTUOjMIIDxsSOl+ DyOEM3INDC8/VUVGOkMDDhKXACN ML
b1Rne3JycFR7aRceE2xNfXVzchokDx5SvHhBpVnx5cRBgCig7Y12ZVLxenbygiMVdxaBQQfH8gBSAsOyluMyFQUESIWQszLiM1CGIxABABEgIvKChy Ah84KFRLA
b1Rnc3JycFR7aRceE2xNfXdzchopAw1nHhBpVnx5cREuAy89Q1BIMAOFJjI8IdxaRMRFHBWLTMINZNNAjdOSkQBFyEulXISGSAsVWebfywOBxQQGDIUC2V:
b1Rnc3JycFR7aRceE2xNeXV6chokDx5vHhBpVnx5cQE3HwI3TkpEPBChLiV8IdxaRUSTH8Aly8INyIZKDZHBFUWQ3I2eXwW29tEAcXaExScXtndWBL
b1Rnc3JycFR7aRceE2xNeXV6chooEwpyHhBpVnx5cQE3HwWI3TkpEPBchLiVBIldwaxUdfH8gGzeSESADLz 1 DUEGwDX)7AIECAIB2RUdVOgdgaGtoYSgzKkaw
b1Rne3JycFR7aRceE2tNf319chokDxSvHhBpYnx5cQE3HWI3 TkpEPBchLiV8IIdxaxIQfHEWGwW1rACQeNDRUBBt/UmA3Kj40CGFpAETSitM6Lig3Mh5hKTVHQ
b1Rnc3JycFR7aRceE2tNf3V8chokDx5vHhBpVYnx5cR4uCig2bUVPPgQtM2UxMVdxaxAdfH8gly8INyIZKDAOBFIgACskLjZhGS54ERMTc V) +b35ib1t2cBETES
b1Rnc3JycFR7aRceE2tNf3RzchopAw1nHhBpVnx5cQE3HWISTkpEPBchLiv8IldxYBc TIH8WLS8vchEMIJNFUAFIQ2hheWIxXXFpEBOBfONOYWiy YU Txe AAEAX
b1Rne3JycFR7aRceE2tNcHBS chopAw1nHhBpYnx5cQE3HwI3TkpEPBchLiVBIIdxbhg QfHBxLSISchEMINFUAFIQZhhe WIxXXFpERQBfONoYWtyYU Twe AAE/
b1Rnc3JycFR7aRceE2tNcHBychopAw1nHhBpVnx5cQE3HWI3TkpEPBchLiV8Ildx VB TTHBWLSBvchEMINFUAFIQ2hhe W) XXFoEREBfONoYWiyYUTxe AAEA
Ajwo)DwbSTwolUktVOgA8HjsgKAM 1KONWRDoNM2U2ICQMNCxle04xDzEeODcyHh49WEFCABChLCANNB4kIwRZUzoXOjgUMCQLLipFeOc+CiQuOyYoA
PCgmNx4eODZDXwUiFjskFCEyAjpBXVFSQjw+KCAIHhBKKTVIVSwWYbDwIOzMZNDIMe0ABACc0JSYeCDksfORILBczZ TYKKB81LUFIfj4AKy4 + PDUyKCh/VEA4tE
b1Rnc3JycFR7aRceE2tNcHI/chopAw1nHhBpVnx5cQE3HwI3TkpEPBchLiVBIIdxbhg QfHBxLSISchEMINFUAFIQ2hhe W XXFoERIBIONOYWty YU Twe AAEAX
FjskOQOvDCwIWWBCIECTLIU+ODI3MVIQVDAPFyAoMS4Y Lyx/SEgsFzNINIllEC4qQUpGOjwuKCe3Hh4gLkV7UT4XIDpvLzp)PChBUFUBESYeOCMEMIQgRU
JxAnPSYELyMEWWcelxsEMHY8GDIH0dIOgAjMjIBNQwSBOTXRIRHNT pvlLzQel AdERn4 + ACsuPjw 1 Mi42f0dNNgYmNTB2PCsAFHNhWnsePTIuDSUUzIVSF
b1Rnc3JycFR7aRceE2tNcHV+chopAw1nHhBpVnx5cQE3HWI3TkpEPBchLiV8IldxYBc TTHB8wWLS8vchEMIJNFUAFIQ2hheW XX FoEBUBFONoYWiyYUTxeAAEL
b1Rnc3JycFR7aRceE2tNcXFychopAw1nHhBpVnxScQE3HWI3TkpEPBChLiVEIIdxbhgQfHExLSI9chEMIINFUAFIQ2hheWJxXXFoEBYBfONoYWiyYUTwe AAEA
b1Rnc3JycFR7aRceE2tNeXB7chokDxSvHhBpVnxScXJhICAgYOhIOg08bygiMVdwYRYQfH8gICQoOQ49DBdkYQESDCUsKjwlISg2RQwWDHFKUETKJh8gNQE
b1Rne3JycFR7aRceE2pNeXF+chokDx5vHhBpYnx5cXIhICAgYOhIOg08bygiMVdwYRgSfHBgICQoOQ49DBdkYQE2DSwkM3p3XGhVKikrCAomMIQxKk1ya
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Contact us.

Office :
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Tel. 031-698-2066
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Online Contact:
sales@dsdata.co.kr

DSDATA
https://www.dsdata.co.kr
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